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Rock-solid managed security services
for Cisco® — no hassles, no headcount
and no capital outlay

Unless you're in the Internet Cisco provides the Cisco PIX®
security business, security should Firewall and Cisco Security
not define your business— Agent software for identifying
diverting your attention from and preventing attacks at
your priorities and tying up the firewall, host, application,
your resources at the expense protocol and user levels.
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and vulnerabilities appear every Prevention services.

day, rock-solid Internet security
o . . requires more than just security
Sewl'lfy IS our Ollly bUSIneSS products—it demands a security

process and the expertise to

SecureWorks provides the
intelligence you need to defeat
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SecureWorks is the only Internet for the products and the process, of attacks before they happen,

and uncovering vulnerabilities
that threaten your business.

offering you an unmatched

security company to be named to
network security defense force.

Cl0 Magazine’s 2004 “CIO 100” list.

Managed security puts your
business first

“The results from engaging

Many organizations have overcommitted and understaffed reputable, competent

IT departments. Others have only parttime or outsourced IT

) ) reed 1 managed security service
resources. Rather than adding Internet security to their mission,

managed services from SecureWorks allow you to focus on
running your business, not defending it.

Take advantage of the combined force of Cisco solutions
and SecureWorks services today. Call SecureWorks or
visit our Website to learn more about the power of
Cisco Systems and SecureWorks for best-in-class products
and reliable managed services that will allow you to
put your business first.

provider have the potential
to be far superior fo
anything an organization
can achieve on its own.”

— CERT, Carnegie Mellon University
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SecureWorks takes the hassle
and the headcount out of
Internet security

With SecureWorks, you’ll benefit from:

B Use of a state-of-the-art security operations center
with two-factor biometric access control and an
infrastructure constructed with network, power and
system redundancies—eliminating the need to invest in
the capital outlay for facilities, hardware and software.

m The skills, training and experience of our security
specialists, who have dealt with millions of threats and
vulnerabilities—eliminating the cost of hiring, training
and retaining more headcount for 24x7x365
monitoring and management.

m Advance warning of new vulnerabilities and early
access to countermeasures, eliminating the need to
track and address threats and vulnerabilities, attack
patterns, intruder tools and current best practices.

B The benefit of shared experience—where trends and
patterns experienced by other businesses are
leveraged in a combined profile of attack behavior
to better defend your network.

m Comprehensive reporting that gives you the insight
you need fo maintain and update your network
without fear of introducing vulnerabilities, as well as
the documentation you need to meet regulatory and
industry best practice requirements.

Firewall management service

SecureWorks provides comprehensive and adaptive
managed security services for Cisco PIX firewalls,
including:

m Site assessments

m Firewall policy deign

m Firewall equipment installation and configuration
B 24x7x365 firewall monitoring and administration
|

Comprehensive reporting and emergency response

Host intrusion prevention service

SecureWorks managed host intrusion prevention
service (IPS) protects your servers from attacks on your
applications, data and operating systems—including
threats from the outside in and vulnerabilities from
inside your network. Host-based IPS provides a more
reliable defense against encrypted traffic, dial-up
users and mobile computing—all vulnerabilities that
bypass network-level security. Host intrusion
prevention service gives you:

B Behavior-based attack blocking in real time

m Protection against attacks that bypass perimeter
security

m Policy management

m Update notification on patches and fixes from
hardware and software manufacturers

m Comprehensive reporting and emergency response

Combine best-in class products with
state of the art managed security
processes

Cisco Systems brings you best-inclass hardware and
software for defending your network. Cisco hardware
and software balance flexibility, scalability and
manageability in a comprehensive, modular solution.
SecureWorks adds the expertise and resources to
manage your security process around the clock and
around the calendar. That means enhanced security,
lower total cost of ownership and lower operating costs.
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